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Preamble

Cybersecurity is built on technical skills and trust. By participating in
Cyberoasis 1.0, each participant and team commits to respecting this
charter. Any violation may lead to disciplinary actions (warning, point
deduction, disqualification) and, in the case of serious offenses, referral to
competent authorities.
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1. Respect and Courtesy

e |respect the organizers, staff, jury, and fellow participants.
e | maintain professional and courteous behavior throughout the

event.

2. Scope of Action

e | will only attack machines and services explicitly provided for the
CTF/Hackathon.

e | will not attempt to access external infrastructures outside the defined
scope (university networks, external servers, other teams’ equipment,

etc.).
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3. Fair Play and Integrity

e | will not cheat: no use of unauthorized scripts, tools, or accounts; no
flag sharing between teams; no impersonation.
e | will accept the decisions of the organizers and jury regarding disputes

and penalties

4. Confidentiality and
Responsible Disclosure

e | will not publish solutions, flags, or vulnerabilities before the official
end of the event, unless explicitly authorized by the organizers.
e If | discover a critical vulnerability outside the scope, | will report it

immediately to the organizers and refrain from public disclosure.
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5. Responsible Use of Knowledge

e | commit to using the skills acquired during the event legally and

ethically.
e Any malicious orillegal use of techniques learned may result in

prosecution and reporting to authorities.

6. Respect for Equipment

e | will handle the equipment provided with care. Any deliberate damage

may result in sanctions and financial liability.
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7. Sanctions and Procedures

e \Warning for minor violations.

e Point deduction or removal for rule breaches. Disqualification for
serious violations (attacks outside the scope, scoreboard compromise,
etc.).

e |n case of severe and/or illegal actions, the organizers reserve the

right to file complaints and report the incident to authorities.

Sanctions: - -



